A
Google Cloud

Cristina Montserrat
cmontserrat@google.com

Ana Lépez-Mancisidor
analopezm@google.com

Google Cloud Public Sector

Google Cloud



mailto:cmontserrat@google.com
mailto:analopezm@google.com

e O1.
Ag e n d a Introduction to Google Cloud

Compute and storage services

e 03.

App Development in Google Cloud

4
/ Q‘ . 04.
BigData & Analytics
¢/ . 05.

Al and ML

Geolocation

e 0O7.

Google Cloud labs this afternoon

Google Cloud



Main benefits of using Public Cloud services

Velocity &

' Scalability Cost efficiency
Innovation

Sustainability
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What makes Google Cloud different

Best-in-class Security Security controls at different
& Scalability levels

Compliance and soveraignity

Open Source o Enables choice
No vendor lock-in Open source standards

Fully Managed No Ops @ Eese of use

with serverless. No operations

Embedded Al & ML o Intelligence and Al in
Everything. Generative Al

' N Carbon neutral since 2007,
Sustainability 0 and 24/7 carbon free
announcement for 2030




Cloud Security in Google Cloud

} IH‘T’O *O C‘OUO! SZCUY’H)Ig #GCPSkelchnole W ©@PVERGADIA @ THECLOUDGIRLDEV 12012021

SHARED FATE .@
: IDENTITY & ACCESS MANAGEMENT ENDPOINTSECURITY
M Customer Responsibility On e o ll oo Managing user lifecycle | Managing applicationaccess | Patch &vulnmgmt | Preventing compromise (A/V, EDR) SECURITY MONITORING
Cloud Provider Responsibility e | Assuringdentities Device mgmt (config, policy, etc.) & OPERATIONS
< s Threat prevention
Access Policies -6 DATA SECURITY Threat detection
Usage — Finding sensitive data | Enforcing controls | Preventing exfil/loss e
Deployment Inci response
Web Application Security m
Identity O’ O Scanning and testing | APIsecurity al
Operations @
Ao ofd Athentntion =B APPLICATION SECURITY —u
Guest 05, ma?um % Scanning and testing | APl security GOVERNANCE, RISK
——— = & COMPLIANCE
e e AL, NETWORK SECURITY Al
Network @ ) ) ) | Vs e Understanding risk
Storage + Encryption {3 Defining/ enforcing perimeter ging defense Defining and enforcing policy
Hardened Kernel + IPC Fod A =
Me A INFRASTRUCTURE SECURITY Achieving certifications
Hardware @ Hardening, config mgmt | Patch & vuln mgmt | Policy enforcement Demonstrating compliance
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Data Security in Google Cloud

3 D * S CUT’?* ENCRYPT AT REST BY DEFAULT
— IN GOOGLE cu.ouoy R
[0)@PVERGADIA () THECLOUDGIRL.DEV (DEKs) are wrapped using
#GCPS’(B"C"MO"’B L 4 @ 1.06.2091 akey encryption key (KEK)
o Lo |
l ! - -
Discover, classify, and protect sensitive data Connections H Lo |
) Y P requireTLs Q@i _..? _... - o &
Data moving Data on H
to Cloud Cloud : e [« B§ I el ’_
lumﬂfy Data is chunked and each Encrypted chunks and
¥ chunk is encrypted with its wrapped encryption keys
Any cloud BigQuery own data encryption key are distributed across
p Google’s storage
: : @ infrastructure
On-premise Cloud Storage
: =Oo0
- De-identify/Redact Omm
AnyY data source Datastore
ENCRYPTION OPTIONS
CONFIDENTIAL COMPUTING
Data encrypted while in-use
VMI ( VM2 3
B (=
i = % Encryption Cloud Key Management Store keys Customer-Supplied HSMin External Key
Hupervisor (KVM) by default Service (KMS) in Cloud HSM Encr?g;?:)Kegs aCOLO Manager (EKM)
oz ™\
[ o J e |
World-class Keep keys in the Keep keys on-premise, and
encryption activated cloud, for direct use use them to better secure
by default on GCP by cloud services your cloud services
@ System on Chip



http://www.freepik.com/
http://www.flaticon.com/

Google Cloud Networking

3 Introduction Yo
Cloud Networkin

#0CPSkelchnole W (C)@PVERGADIA () THECLOUDGIRL.DEV

08.17.2021

GLOBAL INFRASTRUCTURE
27 82 146

REGIONS ZONES

NETWORK EDGE
LOCATIONS
SUB-SEA CABLES INTERCONNECT

LOCATIONS

AVAILABLE IN

200+

COUNTRIES &
TERRITORIES

https://cloud.google.com/about/locations

TRAFFIC SERVED

TCP CONNECTION |
P T ED
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USING CLOUD CON PEERING METRO e
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£sPRESSO ——> (ll <+
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CONNECT SECURE SCALE OPTIMIZE MODERNIZE
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DNS ARMOR TIER (+ ON-PREM) (IN ANTHOS)
-}*ﬁ = o GaLaNCER, ,{
o == gl N ;
cLouD CcLouD FIREWALL PACKET STANDARD TRAFFIC
VPN ROUTER RULES MIRRORING \ TIER DIRECTOR
< " >
EJ o=\ o,
a4 4 | - 9 o 5 =
DEDICATED PARTNER CLouD CLouD NETWORK SERVICE
INTERCONNECT INTERCONNECT 1AP NAT INTELLIGENCE CENTER DIRECTORY



https://cloud.google.com/about/locations

https://console.cloud.google.com

Mobile App

Accessing GCP

Google Cloud SDK Restful APIs

o

https://www.googleapis.com/compute/v1/projects/[PROJECT_ID
]/zones/[ZONE]/instances -d
q
"disks":[
{

"boot" :"true"

"initializeParams" :{

"sourceImage" :"https://www.googleapis.com/compute/vi1/proje

cts/debian-cloud/global/images/debian-8-jessie-v206160301"

a i Y
£Y Google Cloud s

}


https://console.cloud.google.com

Company

Resource Management in |
Google Cloud

(013 ode

e Resource Manager provides hierarchical
grouping to organize Cloud Platform =
resources

e It manages 3 main resources containers:

o An Organization

o Folders

o Projects !
e Resources (VMs, databses, storage... ) are s":ge
created in the context of a Project

£Y Google Cloud



User & IAM Access Management

)

How do we control

) we cont Fine-grained access control & visibility
authorization in Google Cloud? for centrally managing cloud resources.

9 Cloud IAM!

3 Tdentity and cfeccess

QM7 ana emen* (Authoriza\tion)

#GCP Sketdhnote

L 4 @@PVERGADIA @THECLOUDGIRL.DEV

L — ¢

user/group

has role if condition
(e.g.isviewer) matchTag(“123456/env”, “test”)

i 11.07.2021
What is Cloud IAM?J'
WHO can do and WHERE on Google Cloud y
= N N = Using groups for IAM Example group: Network team
JAM POLICY (ranage access) | ]JAM ROLES Typical organization-level IAM roles Map IAM policies to functional identities via groups Manage central network resources
Groups aset of related
domain fine-grained permissions.
8 Organization adwin @ < nEﬁ
3 : directory . 5
' Billing account admin & syne
& i Taencsiins g P Applications
v o " 2 —J : S
: Organization policy admin - 4
a i '
-3 oo oo
u t Security| Net | GKE Team |
o ) trep S Sl
= a n Folder admin
PR ™ ra
R T ¢ Prod  Dev Prod  Dev
y e Project creator v
G . . bl team permissions on
- hierarch
3 B Custom F \ A ierarchy and resources e b e rat i | el oot
" H < Shared VPC admin
organization  folder  project  resource v v g r ~
- B . . = H ?
~ { What are service accounts? ) Manage central network resources
sics Google Cloud VM
What are IAM condntnons’:j N\ ; NP i
metadata
B env: iprod, test} Special types of accounts used < I server
by applications and services application | token ‘g’
¢ ceeenid 9 M gxssocin\te:t
‘) W 2 s p ey ””I'- service accoul
Attribute-based access control for IAM policies < Q edsntidls . 2
veeranoup e Production Shared application @ HHfE e 8 1AM role
: v _— resources
account Service
has role 2) default h
Test-Shared Reduce risk
~
. , . 99
ioonditionsmet 2 o d - 8 iNirols wer  hasforen  onsa
"7 role granted for folder Test, & operates
v 9 ------------- prviegc: tost i test-shared o : m:fi%i? viatoken <
E L o (o) __hesrole




Control costs in GCP

= Billing

Billing account
Argolis Billing (analopezm) v

Reports & PRINT D SHARE

January - November 2022 (total cost)

(2]
- 0,
1 Overview $3,830.30 1 50.92%
includes -8332.13 in $1,292.41 over
credits February -
Cost management December 2021

B SAVE VIEW

© LEARN

January - November 2022 (forecasted

total cost) @

$3,866.93 » 52.37%

includes -$332.08 in $1,329.04 over

credits February -
December 2021

il Reports

F  Costtable

Iy  Costbreakdown

yis  Budgets & alerts

&, Billing export
Cost optimization

= Committed use discounts...

A CUD analysis

>

———/

Monthly v &~

[El  Release Notes

Feb Mar Apr May Jun

Costtrend @

$800

$600

$400

$200

$0

Filters

{ Presets v }

Time range

@® Usagedate (O Invoice month

{ Year to date L J

Group by
[ Service

wr
Folders & Organizations
All folders/organizations (4) v

Projects
All projects (32) v

All services (37)

SKUs
All SKUs (450) v

{
|
|

4
« ) _J _J

Locations v

Filter by location data like region and zone.

>l



Compute and
Storage
Services

£Y Google Cloud




Choices of compute options

3 Where should T run my shuf 2 25

#GCPSketchnotes
War/eReinia IECtOmLDEY PRO TIP: YOU CAN USE THEM TOGETHER

» < v <

( ~eneinNE ENGINE /CLOUD RUN) FUNCTIONS )
Existing Systems \ Containerized Serverless & Clusteriess 7 Event-Driven
\ Virtual Machines Applications Apps & Containers J Functions/
USE THIS WHEN YOU NEED... - USE THIS WHEN YOU NEED... L USE THIS WHEN YOU NEED... USE THIS WHEN YOU NEED...
— —
GPUs TPUs Fully-managed infrastructure Event-driven cloud automation
specific kernel & 0S, Windows VS VS Rapid auto-scaling from, and to 0 Lightweight data
Licensing requirements —_ e HTTP/Websockets/gRPC/Events transformation & enrichment
Migrating existing systems No fixed infrastructure footprint Connecting to external
Network protocols beyond HTTP/S systems & APls
Izl container to VM mapping Extenti other cloud services
Databases ’ ( with events & code

h

W

LESS OPERATIONS

MORE CONTROL
1 e
MORE OPERATIONS )

Team integration: Dev, Ops, Security
work together; orgis open to app
architecture updates

Team is mostly dev focused

Adaptable to various team
Owns build tool & deployment decisions

Team is mostly dev focused
structures & tool preferences 2

PRICING

~~

COMMITTED RESOURCES USAGE-BASED

R




Google Compute Engine (GCE)

https://cloud.google.com/compute/docs/machine-resource

Compu’re Engine

nccr_s_lf’r_cﬁlﬁgs,_?

W) @PVERGADIA @THECLOUDG!RL.DEV

What is Compu’re Engine?

CUSTOMIZABLE VIRTUAL MACHINES IN GOOGLE CLOUD

L 4
> =

CUSTOM
vCPU + Memory

(=) = *ergare

PREDEFINED

nl-standard-I =
(IvCPU, 375 GB memory)

MACHINE
TYPES
CORES

[ -6
MEMORY

e () s 65

: Compu’re Engine
Use case(examp‘e)

o

i
o0~

d Windows Apps

£Y Go

0

B IRl S MRS

d Databases

Ef Legacy Monolithic Apps ﬁ

Ef Containers

General
Servers

THERE ARE MACHINE TYPE FAMILIES

Machine Type Machine Type Machine Type

Wigh  Gaming  Elgctromc _single " vy
. esign  Threa - Analyti
Websites  Databases Automation Appications Bataimord D

B =

!nnce Mo
Eowpacns =1 fods

HANNA

T

Compu’re Engine PRICING

SUSTAINED COMMITTED
USE SAVINGS USE DISCOUNT
Automatic discounts for running Up to 57% savings with
VMs a significant portion of the month no up-front cost
/
77
ol
PREEMPTIBLE RIGHT SIZE
VMs RECOMMENDATIONS

Up to 80% savings and run batch jobs Suggests resizing for
e

& fault-tolerant workloads ciency and cost
—
L=
(==
>
== (_S =
=3 =
=] ==
=1 &=

How does iH\WORK? ?f,

CREATE/— 5 BﬁCKUPS

region 4@ IS
+zohe Lt
# +machine type F |
(cpu & memory) ﬂu )
DL o Automatic
Scheduled

snapshots

HIGH AVAILABILITY

Automatic failover to
another zone or region

(2

ﬂb MANAGED INSTANCE GROUPS (MIGs)

ey o
¥ & s
' 2] 5
ZON i Load balancif ic updates
AUTOMATIC
FAILOVERS
Su}:port for
ZONEB statetul workloads Container support

[> AUTOSCALER - 3 types of policies:

HTTP(S) load balancers service capacity
Requests per

Cloud monitoring metrics

second or utilization



https://cloud.google.com/compute/docs/machine-resource

Google VPC

Project
Network (VPC)
Region 1 Region 2 @
Zone a ] Zone b ] Zonec Zone a Zone b
Subnet
192.168.0.0/16 Subnet
r r 172.16.0.0/12
Subnet
10.0.0.0/8
ya ya Yy y y
Y, Y,
" Y,

& Google Cloud



VPC firewall to protect access

Target

Instance tag
Service
account

& Google Cloud

o

— 9

9

Service

oot AllowlDeny b range/CIDR
Instances by

Target tag

tag or service

account
All instances in
network

ErTTTEm 0 T

QA Q

Service

account Allow/Deny

Target tag —_ 5 IP range/CIDR

All instances in
network

VPC firewall

e  Stateful with
connection tracking

° Distributed:
enforced on
underlying host

Control paths

° VM <-> VM
° VM <-> Internet

e VM<->0On-prem

Implied rules

e Ingress deny
e Egressallow



Which storage type?
SE (Y WhichX Storage Should T Use?

() THECLOUDGIRL.DEV
04.23.2021

FILESTORE

- Fully managed, cloud-based
Network Attached Storage

I For any app. Store any type &

| 1 any amount of data for any duration,

&retrieve it as often as needed Persistent Fullu i B "
y integrated with Filestore
Cloud Storage Disk Compute Engine & GKE ! °
GOOD FOR: ) D FOR: Block Starage GOOD FOR: )
Binary or object data, SOODFOR: Bmcx#,l, ] TBW# v/ Ephemeralblock store GOOD FOR:
blobs, unstructured data VBlock store for VMs S forVMs Shared file storage =
V/Range of latency & G V Lowest latency (unstructured) data ‘
Object Storage performance options @IEI‘Q’ V/Stateless workloads
METADATA/ : 3 USE CASE:
DATA ¢ T OBJECTID USE CASE: USE CASE:
Om—
USE CASE: 0 3 0 —
Disks for VMs Flash-optimized databases Media processing Life sciences/

Genomics processing

© ke @ = S S

=

Streamingvideos Images Dataanalytics Backups Hot caching layer for analytics
Share read-only data
across VMs % Electronic Design Automation Data Analytics
= oo T - :
i 0,0 ‘:T‘.I Application scratch disk 9
g0og oR
Documents  Regulatory archives Tape replacement IB

9 4 pe rep Rapid, durable backups IW %

Application migrations Machine Learning

of running VMs
Scale out analytics

— 0
L
[
o=
Py,
Media rendering Web content management Financial Modeling

Websites G i Disaster recovery Storage for databases




C‘ourage

#GCPskeldmole

@THECLOUDGRL.DEV
8.8.2020

544 @PVERGADIA
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What is 9 Coud S*orage?#

—

]
Image

= ;

Bucket

"Cloud s+omge @’P emm@:

Document

STREAMING DATA_\

BATCH DATA

AR, 2

RSN

— @ BIGQUERY

A e s an D D G et e S G e D e e e e =S T

How does iH\WORK?

WORKFLOW

e \“fg’"l \

) 4 STORA@E CLASSES

Based on Budget, A and Access Fi

_‘_ I |STANDARD| | nearune | [ copine | LARCHIVEI

t I Wighvaliaieg  Onceamonth  Onceaquartar

@M@,‘,m@mm@
ol &

Project , |OBIECT LIFECYCLE MANAGEMENT |

[AwTovERsiGRNG |

Once ayear

SECURITY

d Encryption atrest

| for Cloud Storage
C%

IZf Bring your own encryption key
CMEK - Customer Mana@ed

o~

4 @@

Cloud Storage "PRICING),

| sTaNDARD | [ NEARLINE | [CcowoLme | {‘ArcHive)
$$¢¢ $$$ $$ $
~-8-6-6
Automatic Redundancy
Frequent Access

I AUTO VERSIONING -—)%-’@D.’ED

How Yol USE’ Coud S*orage

|oNUNETRANSFER | | TRANSFERSERVICE| | TRANSFERAPPLIANCE |

@\h

gsutil, API, Ul Transfel dahfrommher Hardummfor IOMb
<gsutil cp image.png clouds & on-premise
gsi//my-bucket> ‘




What is(Fersistent Digk?)

HIGH PERFORMANCE BLOCK STORAGE <

Which Block s{orage is righ’f for your app?

PERFORMANCE
@ E .: E 5 Performance 2
%W’S‘!S e v O [@)soee Standard 31| [ Baianced D0 (PBSSB)’ || evtromer

Transparently I A Compute

LOWER COST

Resize

—> Engine SSD
] k . v Persistent tﬁ"fg:gﬁ;ﬁt B;ztprge e;es: (;«'.;cse perfiﬁi‘tmce onediiny
> . < codemive | [Pt | (sorsetemensns| [ rerriremne | | hetibgeerd
#GCPSketchnoles = Ko P :

EV
HECLOUDG\RL D
v (G)@PVERGADIA 7 S0

Supports Simultaneous readers
l AR
é/—_’ —T]
- ‘ -
"W N :

Fersistent Disk

Balanced PD

Standard PD

Cost sensitive Most enterprise
workloads

LOB apps
Boot disks

Webserving

Scale out analytics
(Hadoop, Kafka)

Use case examp‘e

Performance

(PD-SSD) Extreme PD

Most databases

SAP HANA Scale out

Persistent cache Oracle Me:m‘ ytics .
Scale-out Largest larendering
analytics in-memory DBs Other use cases

where ephemeral
scratch space
is required

(How Yo Pvck) based on avaﬂabﬂi’ry needs.

Local SSD

J Ephemeral

\/ Stateless workloads, or
replication managed at app
or database layer

Persistent Disk

\/ Durable, support
snapshots

v Mostworkloads

Regional Persistent Disk

/ Durable & Highly Available

\/ Mission-critical workloads
with RPO/RTO near O




Fi esYore #ocrskeldnde
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@ﬁd file storage! ) C I know just the tool! )

What is Filestore?}

for Unstructured data (Files)

- Filestore

Are there different capacity optionsy

TWOTIER

What are;\
it’s benefits
& use cases?

How does Filestore work? |

SHARED FILE STORAGE

qmE

Compute Engine

Filestore

Mount on GCE or
GKE instances

AL

Kubernetes Engine

g e
BASIC HIGH SCALE BENEFITS >
Low latency High & consistent Performance Resize - while in use
Low-mid capacity Large capacity,
test/dev High performance
USE CASES
SCALE UP ARCHITECTURE SCALE OUT ARCHITECTURE
1) —2> 1
e =1

EXAMPLE USE CASES
Web content management
Howme directories
Software development
Content sharing

Enterprise applications

EXAMPLE USE CASES
Electronic Design Automation (EDA)
Media rendering
Life sciences / genomics
Manufacturing

Data analytics

Financial modeling

Application migrations

Itz

Data Analytics

@ &

Web content Media processing

management

fisa

Home directories

Electronic design arts
(EDA)

Life sciences/

Financial Modeling
Genomics processing
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For small transfers
upto & few TBs

Upload data directly to GCS

A-=

TOOLS - GSUTIL, Ul, JSON API

GSUTIL - Fast multi threaded

TRANSFER SERVICE

C— 3
Qa ommm Large-scale online transfer
C—

On-premises l

TOOLS @H @

Ul, Client Libraries,
HTTP REST API

On-mises

TOOLS
On-premise agent
with GUI

Ly Scheduled & Incremental updates

HOW DO THEY WORK?

SOME COOL THINGS TO KNOW

TRANSFER APPLIANCE
Q Large scale
transfers from

\, o, bandwidth
C— networks

N N A
uest U load data

pliance SFTP,SCP
or NFS

smp to

GCS
Google

5. Erase NIST 800 standard

\“m

*O (7005‘2 C‘OUO[

BIGQUERY DATA TRANSFER SERVICE

Data from Saas &
3rd party apps

Google

S3 ~— / sMs o\pps

Teradata > h 1 : GCS

RedShift 3rd party

L .
Scale to 10%s of Gbps Al SSDs hPerf e Me‘g‘tllple O Automatic Schedule
or network
i Data moves over Minimize transfer time P £ =1 — +
rsyn C (( ® )) Sereaming Google’s high-bandwidth max available bandwidth Minimal <« Sebires COS’F‘*:%;IVSW (=1 : =__T: Mirror or Append data =)
network pipes performance optimizations software =0 =
" . i AES 256 encryption on the appliance
Cloud sources accessed us ate credentials
HTTPS encrypted 2 EALSIng RENAERCracom Tamper resistant, Ruggedized HTTPS encrypted
TLSconnections All bytes checksummed & encrypted in-flight Customer Managed Encryption Key TLS connections
(CMEK)
ORD R R
— = Decommission
Data Center ==X =0 issi TR
Migration =0 =1 Tape Libraries

& Infrastructure

Machine Learning m i =1

=1

Storage & Delivery

=1

—>

Backup & Archival




App
Development in

Google Cloud

& Google Cloud ‘



Google Cloud Kubernetes Engine
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What is GKE?

Your app crashed
in production!

Let’s fix it

SYSSAADhr\AMN once and for all

with CONTAINER!

But it worked
on my machine?!

DEVELOPER
ERIN

How does
GKE work?

http://gRPC/GCP Ul

Google Kubernetes Engine Container Cluster in GCP

CONNECTED

REGIONAL CONTROL PLANE
GCPSERVICES

CONTAINER FEATURES
F'[nH;Eh!e Shareable CONTAINER | | VIRTUAL MACHINE

]

0.3:. .

Isolation

Application Code Application Code

Versions

Depend. Depend

BARE-METAL
SERVER

Application Code

Introspection  Fast Deployments

]

Reusable

Hardware Hardware

Immutable

Hardware

But | have got

lots of

containers,

howcan|

orchestrate Lt“::i:::er:
ti ?

all of them could be the

answer...

7" Firebasc

It is open source
platform for
managing
containers.

| bet GKE is the
answer with

advanced cluster
management!

[v] .
o (+] i
! Resource | s S
Controliers T
DUser Pod
User kubectl — (e Containers—] Load
Storage Scheduler Cowaiiers 7& Baidgos
Replica in Zone B DUser Pod PZN Cloud
ntain A= Monitorin
Replica in Zone C i) st
SAM
[Tl Google Kubernetes Engine provisions, Google Kubernetes Engine provisions
PP maintains & operates User optionally maintains & operates
\v
Howdo |
KUBERNETES GKE
)
Q% > c—> TS - <2
% - ’ 9, e ¢ s le%) AR
Cloud Code Cloud Container GKE Kubectl|
Code Repository  Build Registry

CJ Easy Cluster Creation
Tl Load Balancing

Tl Auto Scaling

Tl Auto Upgrades

T Auto Repair

CJ Logging Monitoring

Kubernetes is not that
easy from Installation
to Provisioning to
Upgrades to
Scaling & SLAs

How does it

WORKLOAD INFRASTRUCTURE

2
§ H
Horizontal 2] ©
8 2|0
Autoscaler $ 2 ©
(HPA) = 3
gl | e— &
5 More Nodes 3
TRUSTED SOFTWARE SUPPLY
SEoEAnEs NETWORKING CHAIN SECURITY
Data Global i
= Bina
secure apps "‘“i"*:’“ tl ‘:’C Authorization
: Certifie lobal Load
using GKE ? @ Images 330 Balancing p B
Vulnerability
< Private @ Cloud Scanning
Clusters Armor
" A Managed
(@2 Idenity & Access -/0). Network @
- 1AM i RBAC (21" Policy Base Image

iden

ial

ary



Migration to Google Cloud

7" Firebase

\ NP4
epplication WJGade Easy vith Google Cloud

CANDIDATE APPLICATION STACK
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Time-to-value wv’rh(mvgf’a’""j” options ‘ » —= ¢ ——

Good Fit For
Managed Services?

On-Premises
e netacton Still Viable?
aeett “teee)
- /1 [
A Move & Improve - F_/]_ r YES LP\O
A Serverless
@ (AppEngine) @ %?ooﬁ Fit For Good Fit For
=
S %
E Containers Scaling Use Managed YES NO
3 (GKE) Patching Services
¥
o ) Upgrades
= 4 Patching e l O
L 4 icensil
Lift & Shift Upgrades é A
é o LPQ Virtualization . :w'"g App:
. . P # W
= 3 laas jeansitg 05 Config Unsupported? Use Anthos Retain Use Anthos Shift As-Is
3 (GCE) Virtualization Phijsical On-Premises On-Premises  On Bare Metal To Bare
= ical .|
g 05Config || opersiions e Good Fit For As-ls Solution Metal Solution
N & Virtualization . Containers?
g = Lift &Shift MMA . Physical Hardware
ey 0 fi i —
e _\ infrastracture | 05 COM8 || Operations
[a} (GCVE) Physical Hardware
g Operations YES | NO
S Workload: et Coikainere YES Il | SLift & Shift”
= lorkioads b To GCVE
g 16MS) Physical To Use Hybrid/ © ° ) )
[ Operations GKE Multi-cloud Running on Which app do | want to migrate?
E Shitsical Hardware Apps? VMware? Is it ready for cloud?
Ysical « ”
o n Operations Lift ‘_’;‘ooggg"'ze Google Cloud meets me where | am
On-Premises Hardware - S NO in my cloud journey!!
P
AMOUNT OF CHANGE Anthos @SS
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Cl/CD in Google Cloud

Secure Sottware D@\/@Vopmen’iL Ufecyc‘ "t

ON GOOGLE CLOUD 1.03.2021

What are risk points for a software supply chain? )

Compromise package manager/signing
Compromse source control Comprowuse bulld system ) .
Trick user
5 Bypass CICD, touse bad
Inject Evz)d code Alter bu:ld p| peline inject bad art:fact resource
(H)
% ;
PERSON SOURCE DEPLOY RESOURCE
Inject bad /vulnerable
dependency
E
DEPENDENCY @ Resource
(includes build toolchains)
@ Process
o

(@ﬁow to secure software development lifecycle with Google CloudQ a

SECURE SOFTWARE DEVELOPMENT LIFECYCLE WITH GOOGLE CLOUD

!
I
l «———————————————————————— End-to-EndPolicy () Binary Authorization >
I
I
|
I
I

0 rcocs
< 2|
¢ 9 () N (LI I
Cloud Code Cloud Build Artifact Registry Binary Google Cloud Deploy Cloud Cloud Kubernetes

Vulnerability Scanning Authorlzo\tlon Functions Run Engine

=

Image Metadata




loud Operations

era“wons How can | troubleshoot = What about
OU 1 my app with Cloud Ops? @ security?
#GCPSkelchnote bl
PROFILER
LOUDGIRL DEV
R .
V-l Data at rest and in transit
i d
CLOUD MONITORING CLOUDLOGGING CLOUDTRACE DEseeR i8 encrdto
We need to know how our cloud And if something is broken, g
deployments are behaving! find the root cause easily! o Collect metrics  Analyze logs S instrument apps Hiprofile
T AL, for outliers with cloud trace Eeoforvics
librari
Wsotctarcemasttds | | Hpostomont || 0y || ot
Weineed a tool that helps o outlier activity acrossservices M:“"“Igf'a’f o @dit Logs: Who did what when
; ceelerate a
J o sLo Alerts Inthesprs troubleshooting
& optimization
ﬁv:;t are
Advanced

SRE
ERIN = Observability
= ! features?
= {
a = oo
CLOUD TRACE CLOUD PROFILER CLOUD DEBUGGER
What is Cloud OPS? WA Cloud Ops! L Visualize & Analyze Analyze app performance Inspect production app
©f Request flow o Improve speed o Live troubleshooting
™ Latency issues ©f Reduce cost
= - & Run in production
t= — 1o per Formance impact
—
Metrics, dashboards, Logs ingestion, analysis Distributed tracing, live debugging,
uptime checks, alerts error reporting continuous profiling

What does Cloud Logging and Cloud Monitoring includeQ

B e |, s e (Bw) sy {
boggmg Ior Mnnltormg Agents. o externalsystems P View, query & analyze logs box W Charts and dashboards
Pen Telem
BIG QUERY |
Business analysis CREATE:
GOOGLE CLOUD Log-based metrics & set up alerts o
Out of the B I=1 CLOUD STORAGE + ificati
Anv:ys—of\ oxX —_—— X3 Logarchivel cLouUD Alerts and notifications
LOGGING LOG SINKS: CLOUD
e ERNAL S TEMS @ Manage retention & set up policies MONITORING
OTHER ENVIRONMENTS ] APls and Adapters -
L ing & Monitoring API xport metrics to SLO monits
Loggna s Monterimgatie =21 o partners products lie ¢ ) errors: D itk e
Grafana, Dynatrace, Identify & analyze errors
Neuw Relic, etc.

D GOOgle “loua )



BigData &
Analytics

& Google Cloud



GCP Managed database services

Whvch Database shouu [ use?

Saas
application

@ Personalized apps

g Fraud detection

Social chat or
news feed

#OCPSkelchnoles Wervercapia @ THECLOUDGIRL.DEV
07.10.2021
RELATIONAL NON-RELATIONAL (NO SQL)
DOCUMENT
< w 2 = E
Z f(; A = g 3
Cloud SQL Cloud Spanner Bare Metal Firestore Cloud Bigtable
Managed MysQL, Cloud-native with Lift and shift Cloud Native, serverless, Cloud-native NoSQL Fully managed Redis and
PostgreSQL, large scale, Oracle workloads NoSQL document database, wide-column store Memcached for sub-millisecond
SQL Server consistency, to Google Cloud backend-as-a-service, for large scale, data access
11.499% availability global strong consistency, low-latency workloads
444449% SLA
Good For: Good For:
General pur RDBMS+ scal RDBMS+ scal Large scale, complex "
e eSQLF]’DBPose H A,?»iTsAP € H A,SHTSAP € hagre-arch?c'al‘:iagae Heavy read + write, events In-memory and Key-value store
Web @E2) Gami " Legacy Mobile/web/ J@ Personhalization
‘ﬁ%b ATAMEUOS & - applications D loT applications = Caching Session store
ERP ] Global financial ’2 ) %d"' Adtech
_ = ledger % Data center C Real-time sync Gaming Personalization
2| CRM retirement
= e ) tion
§ . 8 Recommenda
@ Ecommerce i ﬁ\“‘f;‘,’, oﬁ!;mn/ @ Offline sync engines Leaderboard Adtech
and web management




Data Analytics in Google Cloud

yoerm How o build ascalable

ETH

wrms— DATA ANALYTICS PIPELINE o777
ey [ ] wp [EE w=p 70 =p

Data ingestion Reliable streaming Data [ake and Data warehousing Advanced analytics
at any scale data pipeline data warehousing ity
. O
CLOUD PUB/SUB.
rm
e imesiaging kst E) % = CLOUD Al PLATFORM

For machine learning

@ E Stream and batch processing %] E‘EI

= => &= cLoupsTorAGE TENSORFLOW
DATA TRANSFER SERVICE Ll Use as Your data lake for For machine learning
structured and unstructured data

Fast data migration from saas apps -
@ Hliginm + Spaik’ g @ \
Q == BIGQUERY
+ ___ Managed Hadoop & Spark platform @ @ M..ji,, engine 1 W

STORAGETRANSFERSERVICE =% BIGQUERY STORAGE
Data migration from other cloud clnus-nahve highly scalable

_ (o]
oron-prem @ serverless data warehouse C’ LOOKER
o F — O For Your analysis
0O

D))) E Data prep using visual tool @ e

CLOUD IoT CORE For Your analysis
Stream events frowm loT devices
B> 38 < B
o
CLOUD DATA FUSION Fully managed, code-free data integration service to
wmanage ETL/ELT pipelines and also tracklineage of that data. =1 r_.
L R DATACATALOG © Unified view of all datasets

< il >
CLOUD COMPOSER g Fully managed, workflow orchestration built on Apache Airflow



Google BigQuery - cloud datawarehouse SQL based
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ENTERPRISE DATA WAREHOUSE
/_ \
e 8 p =

INGEST —3 STORE 3 ANALYZE —3 VISUALIZE

) B

BATCH DATA STREAM*I ING DATA

i o
I /G:gle willallocate
as many servers
f49.49%) @S needed to
i SLA J run Your query
| ¥
a EMAND
I INSIGHTS

REAL-TIME
INSIGHTS

(Private Alpha)
Enables hybrid & multi-cloud queries

Data Storage o ’ém /—>
- M BlEngine.
4 \

(Private Alpha)
Get answers through NLP

=
Chat

Query Engine

mbtap Urique bigQuery FEQKTURES
(@ B s

Oemsruts
= — =Y

Pt
o

< BEE

BATCH

‘erE‘ : ngQuery{mICIWG} * SFCBU(’%I” Hour V*(\A()OEKS‘)
R (i |- ’ACT'VE or biglfuery CCONTEeRt vl emevrase ¢ Gessn Tt

' uem upto ITB/month

b

— e - —

Bntch Load
Streamir ng Inserts
-
L;

=0 ... > LONG TERM
2 e es s
Storage ->ON DEMAND
$pes Avold risk 1d
ks : ofdataloss  and Access mntmis -urgpt
“*-..» FLATRATE jement: (CMEK)
Query 3 for dedicated resources

STREAMINGI

GESTION INGESTION

DATATRAN SFER
MATERIALIZATION SERVICE (DTS)

INGEST

AUTOMATIC

BACKUP &
< RESTORE

#FQ//

PUBLIC
DATASETS

B'gQ uer)/ m examp‘e T Data Analytics

1= |

Batch Load

==EE IP= BIEEC

(»)

L

ich

Analyze

Streaming Inserts

= | ]

Oo T T e
O ¥ 4
Looker »
> 2@
Data Studio Connected Sheets

%

COMPUTE

==L
= ¢
=l

STORAGE




Cloud Dataproc - managed Hadoop/Spark cluster

Can | right-size clusters per use case? )
Ychnote
roC #0CPSke ,
Da‘ap @-\-chLOUDGRL.DEV : : z?:\::g:omge '; ::‘l’::dMSQL A
@@PVERGAD\A D et aaaD A A

Managing Apache Hadoop cluster is hard! %, Dataproc \“. Dataproc 1% Dataproc % Dataproc
Yes, it is slow, difficult & expensive!
375GB local SSD 100GB PD 500GB PD-SSD I50GB PD
— - o
= Wy Sp © mp Sp © Wy = © @ S ©

MapReduce ETL Machine learning Hive analytics Business reporting

How do | use ephemeral & long-lived clusters to save cost? )

How is & typical Hadoop/Spark cluster

installation different from Dataproc? Semi-long-lived clusters - group and select by label

EdgeNodes __ ceeeeeeeeee L .

. Cluster Compute Engine i Production (1.2)
24 Dataproc E 2  Prodl Prod2
|

Clusters per job

st-effective use

. Cluster 3 Dataproc 3.4 Dataproc
Canfigure 24} Dataproc : : flf:\:: g:ora e
Optimi: Simple deployment 4 T y
ptimize Cluster : :
Utilize Bapidas/on 2. Dataproc :
! |

1) Dataproc
Monitor

L = = ,!ll

mp.m Cluster Activities Cllent Chsnt
Familiar open source tools Customizable machines How does it wo rk}
& PR Easily autoscale up or down S
4 Jupyter . lata Sources
R Y @ & Disaggregates storage & compute
Dduid po¢EE et Ephesmeralcntstors on-demand -1 Storage
EHSE  presto Spqﬁ;z .- id  Production E=00 Cloud Storage
Ti hﬂu Integ ted with Data Sources 3 ¢ Dataproc
. ig| rated wi 2
id cl r creation ExtervalApplications ¢ 1 oo wavoies ) NEsoemesss=—mmmmacanooiooseoio '
Sm;mcl\:stzsm o doils O Google Cloud Platform I~ 1 Storage External Applications e > Storage
=01 Cloud Storage o Test H BigQuery
Dataproc 1
i ? D nt i
How do | move Spark/Hadoop jobs to Dataproc? |is@g) storsae e | TN
' BigQuery ; |\/ Cloud Bigtable
Copy Data —>  UpdateFilePath | —> Go 1
s IV‘ Storage Cluster monitoring Datasttance
I 1 Run Your Spark, Hadoop, X7 CloudBigtable AVA Monitor == Logs é Analysis
=xx °“° From hafss/ togsy/ Hive, or Pig script WY stacidner D= ioaging Notebook




Cloud Dataflow - batch and stream processing

O \irat i (Dataflow?

Datatlow

#GCPSkeldndle

LOUDGIRL.DEV

W ©@PVERGADIA @HeC

SERVERLESS, DATA PROCESSING SERVICE
FOR BOTH STREAMING AND BATCH DATA

=L
E70)

Apache
Beam (SDK)

Operations &

Management

@ Dataflow

Data Pipeline

%4 Dataflow PRICING §*
2 SR

Worker(s)

AUTOSCALING

(@ee)

SECURITY
for Dataflow Pipelines

Batch _Streaming EXACTLY-ONCE PROCESSING
(FlexRS) flexive resource il
g 0 1 2 3
& 415+ v , ? 2 BB &
CUSTOMIZABLE ===y | Eachbilled on per second basis Avoidrisk  Turnoff VPC  Customer managed
VCPU  Memory  Storage ofdataloss  publicIPs controls enc;z}:i:,:\) key

i KT H(WORK?

O [ streaming analgtics Dcdaﬂow Use
1|

l Trigger Enrich

Ingest J—)

ge 3 Apache Beam (s0k)
[0 Mobile

case examp‘ei— W roiitne i 1O

o

Analyze

SmI = ExepaE

@, Bigquery | ===
e T Backdill/
&3 AlPlatform €=, _Reprocess
‘| (oataflow Batch
@ sigtable |l

i

i

i = Web ¢ & :

' = = ale il D atafiow streming
R .

i Estre T Analyze

i '

: 1 A Activate

i

i

Creation Flow
______________________________________________
' i 1 Deploy streaming or
{1 Configure sourca to push : Sl FoBE batch Dataflowob

|| ovent messago toPub/SubTopic | | Toplcand = s, CL,

. i Subscription

S natabocks

uild real-time

te dataset, tables, )
Create dataset, tables, and models e
s

o receive stream

HOW TO USE
Dataflow ——

1 2 3
Q@ 35 &

DATAFLOW DATAFLOW AlPLATFORM
SQLVIA TEMPLATES NOTEBOOKS

BIGQUERY

b UseSQLfrom  bSharepipeline  PUselatestdata
BigQuerywebUl  with teams science and

b Read from »Easy &repeatable  Mechinelearing
pub/sub, Pre built templates  TAmeworks
cloud storage
or BigQuery

P Write to BigQuery

31

DATA PROCESSING PIPELINE

STEPI Files Pub/Sub
BigQuery  Custom Source
Read Data Source T
STEP2

Tmnsform Data

B B &

STEP3 Files Pub/Sub
Write Data Sink BigQuery  Custom Source
Bigtable

WORKER VIRTUAL
MACHINES EXECUTE

@ Dataflow
THE DATA PROCESSING

Worker Virtual Machines

Dataflow Streaming Engine

Separate Compute

Autoscale
up or down
dynamically
as needed

Separate Storage

BATCH PIPELINES SCALE SEAMLESSLY,
WITHOUTANY TUNING REQUIRED.

e " FEATURE &
—) Service-base é & —) =)
Dataflow Shuffle =

Dataflow

Data Grouping Scale to
&Joining 100s of TBs




Cloud Dataprep - visually clean and prepare your data

H it work?
Da,‘—a rep #GCP Sketchnote ow does it work? )
TA I.INGESTION 2. PREPARATION & STORAGE 3. ANALYSIS & ML
by TRIFAC ADIA @THECLOUDG\RL.DEV
] @@PVERG 06.15.2021 Q —_— %, ot — Q BigQuery/BigQuery ML
Data analysts, data engineers B:w“e;y < 5 Q
We need a tool to clean & & data scientists to easily design < BigQuery (o]
prz;are :u: Gt fo:nanalutics. :::l’: Ei‘;“;‘: c?dde _‘le““ data at Ch!d stolmge atafo — cb Looker
@ o
s e e (EmpF > Q (e I T—
do thatvisually. a Dataprep 9Query
Dat LA | Partner Bl products
o dum Dataprep! S xRk (= Ed ’
] by T TRIFACTA De ! I 1
Applications |,.-m csvIsoN, Ao Coua
CSV, JSON, Avro Engine Storage
o FileUpload 0@ GZIP,BZIP 4. GOVERNANCE & AUTOMATION
o Dataprep simplifies data lifecycle "
o for the Data Analysts ' Dt Cataiog | {55+ [Cloud Funcrions I Cloud Conposer
EXPLORE, CLEAN &
Dataprep PREPARE BIG bATA VISUALLY ——
- Some key features!
o b Sriel S -
©,010,10 { 1010101 = N\~
BENEFITS %% C:D 9 Eon @
Data Discover Automate Analytics S
or —
Serverless L’::i:l.:;
simplicity @ BUILT-IN DATA QUALITY AUTOMATED VISUALIZE & ACCELERATE
- ol ASSESSMENT & VALIDATION DATA PIPELINES DATA TRANSFORMATION
Validat:
= Structure Visually explore and interact with Build data engineering pipelines Get ML-guided transformation
all your data with clicks not code suggestions automatically
Data Quality o : ;
@ ANALYST Lr:‘sz’l::zeuxevsﬂmd data distribution I;:\;v:::s :::::‘:: :‘xjiegQuery @ Standardize, structure
Join datasets easily with
@ Checks validation - surfaces mi: hy @ Rich data connectivity library @ guided approach
Easy Data 000 ° ¢¢' @ Get data quality resolution suggestions One-click feature engineering
Pipelines Enrich g C?M: s & calculation
¥ Powerful & easy processing with Dataflow & BigQuery under the hood Q




Looker - Business Intelligence

Marie Docs

Order Analysis ®

Created Date Status
Last 7 Days cancelled complete
Users by State

Users Acquired over Time

Users

2016 2017 2018 2019
Created Month
@ 10t019 @® 201029 @ 301039
@® 40t049 © 50t059 ® 601069

@ 70 or Above

400
} el ,

8mago C =

Age

pending

Orders

0
Oo—0

100
More « 1

Top Sales by Category

@ Fashion
Hoodies &
Sweatshirts
20.54%

@ Tops & Tees
20.12%

® sSwim19.91%

@ Ssweaters
19.73%

© Shorts 19.69%

-

Sales Over Time
200
150 /\//\/’——J
100
50
0
January '19 April July

Created Month

— 20t029
— 50t0 59

— 30t039
— 60to 69

— 40t0 49

o

e}

Looker Studio  Connect to Data

OVERVIEW GALLERY CONNECT TO DATA

Access your data from 1000+ data sets from over 810 connectors.

Q_ search connectors

Looker Studio Connectors (21)

Connectors built and supported by Looker Studio. Learn more

Q, Looker
By Google

Connect to your Looker semantic
models. Learn More

Google Sheets

By Google

Connect to Google Sheets. Learn
More

File Upload
By Google

[=»

Connect to CSV (comma-separated
values) files. Learn More

VISUALIZATIONS HOME

Google Analytics
By Google

Connect to Google Analytics reporting
views. Learn More

BigQuery
By Google

Connect to BigQuery tables and
custom queries. Learn More

Amazon Redshift
By Google

Connect to Amazon Redshift. Learn
More

N

Google Ads
By Google

Connect to Google Ads performance
report data. Learn More

AppSheet
By Google

Connect to AppSheet app data. Learn

Campaign Manager 360
By Google

Connect to Campaign Manager 360
data. Learn More



Artificial
Intelligence and
Machine
Learning

& Google Cloud ‘



Google is the pioneer in Al i Bard
&
- ﬁ‘“‘ ' | 2023

A conversational

. I 2022 Al Service

T5 AlphaFold predicts Powered by
. I 2020 P P LaMDA.

structures of all

l 0 ' Google LaMDA known proteins
““““““ I 2019 dle L2
Model Trained to
Text-to-Text converse

i I 2018

Transfer Transformer
I 2017 Google's LLM 10B P Model
1 groundbreaking Open Sourced
2016 Google invents large language
Transformer model, BERT 3,000 Researchers
Google’s DeepMind kickstarting LLM 7,000 Publications
2015 9 P

helps detect eye ~ revolution
Google DeepMind disease
AlphaGo defeats Go
champion

< Responsible Al >
( Privacy in design )
< Accountable to People > < Socially Beneficial > ( HEE) Cri?at'sng unfair )

Google Cloud



End-to-end- Machine Learning lifecycle

Train
your model

Feature

Define Analyze ; . Evaluate Deploy
your data your input engineering > your model your model
schema features behavior to get

Model
selection

and target predictions

Hyperparameter

1] &

tuning

& Google Cloud



Your AI/ML Path

©Y) Pick Your kI/ML Fauth %

#GCPSketchnote

WP (G)@PVERGADIA () THECLOUDGIRL.DEV 10.27.202!

4 |
=]

nn

RECOMMENDATION Al

DOCUMENTAI

7

CONTACT CENTERAI

DIALOGFLOW CX

\

Does Your use case fit NO >
0 you have Your own
pre-packaged Al ha
Solutions? training data?
YES NO

No/Low Code
ﬂ‘, ML Developer
Al Solutions Pre-trained APIs

J (
v VISION

@' VIDEO INTELLIGENCE
;A TRANSLATION
[ ] NATURAL LANGUAGE

| | | | | SPEECH-TO-TEXT

:‘lll! TEXT-TO-SPEECH

YES Data in BigQuery & users are more
comfortable with SQL?
ML Developer
Data Scientist
Data Analyst
NO

> BigQuery ML

Writing model training

code yourself?
NO
YES
ML Developer
R | Qo v




{E

Vertex Al
Pre-Trained Models
and Services

Best in class tools allowing
customers to leverage
Google’s leadership in Al to
solve common problems

Al Industry Solutions

l; Contact Center Al

~

AutoML Vision

Video Intelligence

AutoML
Video Intelligence

AutoML
Tables

&

Language

Translation

AutoML Translation

Natural Language

AutoML
Natural Language

E%’ Document Al

@ Fleet routing API

<
Conversation
‘ Dialogflow

I [ | [ I Speech-to-Text

E‘lﬂu Text-to-Speech

@ Media Translation
API

Cf;‘ Healthcare API

®
% Translation Hub
°

Google Cloud



Vertex AutoML

Upload and label text,
video and images

ar-e

Handbag Shoe

£Y Google Cloud

Train your model

Evaluate

AutoML

7}
3



BigQuery ML - build custom models with

standard SQL

£Y Google Cloud

Execute ML initiatives without
moving data from BigQuery

Iterate on models in SQL in BigQuery
to increase development speed

Automate common ML tasks,
and hyperparameter tuning



Vertex Al Workbench

N
®\~ &Ik(:
N

A hosted Jupyter notebook solution that
makes it easy for Data Scientists to spin up
JupyterLab; and gives DevOps teams the
controls they need.

You can also link Colab with Compute
Engine to eliminate restrictions

£Y Google Cloud

Get started quickly: Latest data science and
machine learning frameworks are pre-configured.

No learning curve: Uses the industry standard
JupyterLab interface.

Scalable & cost-effective: Pick the hardware you
need; and scale up and down easily.

Centrally managed: DevOps teams can easily
manage and secure these environments.

GCP integration: It's easy to access and use GCP
services from within your notebooks.

Easily build, train, and deploy models: Supports
the full ML lifecycle through integration with the
most popular ML frameworks and tools.



GenAl revolution started at Google and we continue to innovate

Transformers

e Pathbreaking Neural Network

Architecture

e  Open Sourced by Google in 2017
e Started the revolution in e 10-billion parameter model

Language Models

T5

(Text-to-Text Transfer Transformer) O

e large Language

Encoder-Decoder Model

e Open Sourced by Google in 2019

Diffusion Models
High Fidelity Image Generation
Using Diffusion Models

PaLM

(Pathways Language Model)
Single model to generalize
across domains
540-billion parameter, dense
decoder model

- — —

Bard
A conversational Al service
powered by LaMDA.

Vertex Gen Al
Generative Al App Builder:
Conversation Al, Enterprise
Search, Foundation Models
Vertex Al: Gen Al Studio, Gen Al
APIs, Model Garden

?

BERT

(Bidirectional Encoder
Representations from Transformers)

World's first Language Model
Open Sourced by Google in 2018

SOTA on number of language
benchmarks

LaMDA

(Language Model for Dialog

Applications)

(Confident Adaptive Language

Modeling)

e Model trained on dialogue data

e Model could talk about virtually

anything

e Published by Google in 2020

— a

Accelerating the text generation

Google Cloud



GenAl and Large Language Models

Go read this huuuuuuge pile
of books.

m ML algorithms that can recognize, predict, and
generate human languages

Pre-trained on petabyte scale text-based datasets
resulting in large models with 10s to 100s of
billions of parameters

So, you've learned about
cats and millions of other
concepts ... what's a cat?

A cat is a small, domesticated

U carnivorous mammal.

Generative language models

LaMDA, PaLM, GPT-3, etc.

m LLMs are normally pre-trained on a large corpus
of text followed by fine-tuning on a specific task

LLMs can also be called Large Models (includes alll

m types of data modality) and Generative Al (a
model that produces content)

Google Cloud



Why are large language models
different?

LLMs are characterized by emergent

m abilities, or the ability to perform tasks that
were not included in their training
examples.

LLMs contextual understanding of human
language changes how we interact with
data and intelligent systems.

m LLMs can find patterns and connections in
massive, disparate data corpora.

Search

O =

Conversation

-

Content generation

Google Cloud



Consumers & enterprises have different needs....

/ Consumers and
enthusiasts

Help me plan a
neighborhood
block party

Outline my blog post
about summer
mocktail recipes

| want to write
anovel. How
do | get
started?

Draft a packing list
for my weekend
fishing and camping
trip

Give me a list of
idioms for “let’s
circle back” that
aren’t cringe

Help me
name my
first EP

Bard + MakerSuite

~

Allow data analysts to
search and summarize
market reports while
controlling our data

Help my customers
understand my financial
products while being
safe, explainable, and
regulatory compliant

Is it easy to
integrate into our
existing apps and

platform?

Handle a
customer
service
interaction with
accurate info

Can you guarantee
we have access to
state-of-the-art
models?

Canwe
generate
content while
controlling
costs?

Google Cloud



Foundation Models

Across a variety of model sizes to address use cases

Text

Understand and generate natural
language

Examples: Summarize an analyst report,
write a blog post

Dialogue
Understand and generate spoken
conversations.

Examples: 24x7 customer service chatbot,
virtual assistant

P

Understand, generate, and auto-complete
code

Examples: Write SQL code to complete a
data analysis task, Finish this python function

Understand and generate audio and
music.

Examples: Music for Youtube video,
synthetic speaker for news broadcast

&

Image

Generate, edit, and understand images

Examples: Ad campaigns with Al-generated
visuals, image for website

Choice: Wide range of model sizes to ensure best price performance for a given app

Safety: Immediately leverage the built-in best practices, data governance, and tooling from Google Cloud Al
Innovation: Enjoy the state-of-the-art models commercialized from Google Research and Deepmind
Enterprise-ready: Built on Google infrastructure — high performance and scalability, low cost, global reach

Generate, edit, and understand videos

Examples: Digital avatar, cutscene in a video
game

And more models to
come in the future ...

Google Cloud



Cloud Al Portfolio

To support the needs of Generative Al centric enterprise development

O O Q ® -
Contact Center ?}/ Document Al }}/ Discovery Al / Healthcare Al )f/

(
@ Conversation Al

Generative Al

App ZECh St Enterprise Search
Models P

Developers

.
4

End-to-End ML Platform

Generative Al Studio | Generative Al APIs | Model Garden
Vertex Al
\_ J
Al Practitioners
Google Cloud Infrastructure

Google Cloud




Your Data, Your Terms

G

Internetllntranet/

lle

Ay
orm

Ilo

| y

hatbot, AP, etc.

)

Your OnPrem or
Alternative Cloud

)

-

(

Your Users )

\_

J

Your Google Cloud Perimeter

/ Generative Al App Builder \

Conversation

\E ©—»

Your Content
[ ]
Y @_,
S
Your Data

Your Inference

Your
Security

Al search

Vertex Al

Enterprise

a8 .

CMEK DRZ AxT VPC-SC

-

.

Google Cloud Central

Hosting

Large Base Model
(Frozen)

~

J

J

Google Cloud



Build, tune, and B § ' Build, tune, and deploy

deploy foundation

models with Vertex Al ' ;/ fou ndation mOdeIS
with Vertex Al

with Genwrntrm Al

gage in a natural way.

Google Cloud


http://www.youtube.com/watch?v=yg2yHIKQ7oM

Build, tune, and B § ' Build, tune, and deploy

deploy foundation

models with Vertex Al ' ;/ fou ndation mOdeIS
with Vertex Al

with Genwrntrm Al

gage in a natural way.

Google Cloud


http://www.youtube.com/watch?v=yg2yHIKQ7oM

Geolocation

£Y Google Cloud




Google Maps API Platform

Places
Places SDK for
Android

Maps JS Places SDK for iOS

Static Maps Geocoding
Street View Directions Geolocation
SDK (Android/iOS) Distance Matrix Elevation
Embed e Roads Time Zone

p & Routes Places




What is Earth Engine?

A Data Catalog

The world's best archive of satellite imagery
and other geospatial data at your fingertips

A Computation Platform

A revolutionary new tool to analyze and
visualize geospatial data at scale




The Earth Engine Data Catalog

Landsat & Sentinel MODIS Vector Data Terrain & Weather & Climate
10-30m, weekly 250m daily WDPA, TIGER, WHC Land Cover NOAA NCEP, OMI, ...
800+ public datasets 70+ petabytes of data

100+ datasets added yearly



&
&

Computation API Apps
O
O
O
Data Earth Engine
Web Explorer
Code Editor
Javascript
Client
Library
‘ REST Web
API Applications
Python
Client
Earth Engine Library Jupyter-based

Backend Development
Environment




The Earth Engine Code Editor

Your Data

Search Your Code

\ v /

Data Inspector

/ ~__— Output

APl Docs \

Your Scripts &
Example Scripts

‘glt‘rth Engine

['seripts L
i Pixel Lon Lat

& Polynomial

I Zero Crossing

3 dd a band containing image date as years since 1991.
J tion createTimeBand(img) {
ar year = ee.Date(img.get('system:time_start')).get('year

- Image Collection 5
K Clipped Composite &  return ee.Inage(year):byte().addBands(ing)
| Expression Map ;
K Filtered Composite 9 // Fit a linear trend to the nighttime lights collection.
B Linear Fit 10 var collection = ee.InageCollection('NOAA/DHSP-OLS/NIGHTTIME_LIGHTS")
& Modis Cloud Masking 1 .select('stable_lights')
: 12 .nap(createTimeBand) ;
B Simple Cloud Score 13 var fit = collection. reduce(ee.Reducer.linearFit());
B Landsat Simple Composite 18
» Feature Collection 15 /y oisploy o singie dmage
)i

~ Charts 16 Map. sel[cmer{

Drawing Tools

In interactive mode, user can:
e Edit their script '

e Runthescript @

e Evaluate the results @

e Repeat, refine, and perfect

e Share and publish

').subtract(1991

);

»Point (33.4, 47.99) at

~Pixels

~stable lights first asset:
stable lights: 36

~stable lights trend:
scale: -0.2167524834867634
offset: 26.011442242679564

» Objects

Bh@google.com ~

Console

Staging ~

== o™= Batch Tasks

Image (2 bands) [M

L
Map

code.earthengine.google.com



Google Cloud Labs
Cloud Hero Game

& Google Cloud ‘



Cloud Hero

Cloud Hero is a program designed for developer hands-on

engagement. Cloud Hero events bring developers together to v b %}
. \\ L/

learn and engage in friendly competition against one another in 0 4

gamified labs using their Google Cloud skills. At its core, a Cloud
Hero game is made up of hands-on labs (Google Cloud Skills Boost)

layered with activity-tracking and scoring.

The objective of Cloud Hero is to deliver hands-on training and
upskill in Google Cloud solutions, while having fun along the

learning journey!

Signin for account at https://www.cloudskillsboost.google/

- Sign-in with Gmail account or if you already have an account

or Join to create a new one.

N

Google Cloud


https://www.cloudskillsboost.google/

https://www.cloudskillsboost.google/
https://lwww.cloudskillsboost.google/u
sers/sign_in



https://www.cloudskillsboost.google/

Timing and Scoring

Points are earned by

completing the steps in

the lab.... and bonus
points are earned for
speed!

You can redo each of

the labs up to 5 times.

Your best score will
count!

Be sure to complete
each lab by clicking
END Lab to get the
maximum points.

Labs usually have
checkpoints. To get
maximum points, you
need to have all the
checkpoints green.

Google Cloud



Google Cloud Skill Badges

By playing Cloud Hero games, you are on your way to demonstrating your
growing Google Cloud-recognized skill set through exclusive digital Google Cloud
skill badges. These are real Google Cloud credentials, which can help you grow
professionally and expand your Google Cloud console knowledge.

Google Cloud Google Cloud Google Cloud
Create and Manage Perform Foundational Data, Build and
Cloud Resources ML, and Al Tasks Secure Networks
INFRASTRUCTURE MODERNIZATION SKILL SMART ANALYTICS SKILL SECURITY SKILL
Google Cloud Google Cloud Google Cloud
Perform Foundational Deploy Deploy and Manage

Infrastructure Tasks to Kubernetes Cloud Environments

INFRASTRUCTURE MODERNIZATION SKILL HYBRID AND MULTI-CLOUD SKILL INFRASTRUCTURE MODERNIZATION SKILL



Infra Skills

We will have 3

Navigate through the GCP console and shell
Understand the |AM permissions

Create VM and connect to it

Manage traffic through a load balancer

Data Skills

Games this _
afternoon -

Dataprep for easy data cleaning
Dataproc to submit Spark jobs
Dataflow for managing a steam pipeline
Natural Language API

Vertex Al Skills:

BigQuery ML

AutoML Vision to train and label images

Vertex Al workbench for managed Jupyter Notebooks
with Tensorflow Enterprise



Cloud Hero Infra Il Skills Game

Continue your progress on the game.

Here is the link:
https://www.cloudskillsboost.google/games/4082
The access code is

ch4-na-universitat-219

Access to the lab:

You will be prompted to log into Cloud Skills Boost. If you did not already have a
Cloud Skills Boost account, you'll need to create one. Creating an account is always
free.

1. Click "Join this game" and enter your access code:
ch4-na-universitat-219

2.  Start taking labs to score points and watch your name rise on the
leaderboard!



https://www.cloudskillsboost.google/games/4082

Cloud Hero Infra Il Skills Game

1. ATour of Google Cloud Hands-on Labs

o Navigate through the console and projects, understand |AM roles, enable APIs&services
2. Compute Engine Qwik Start-Windows

o Create a Windows VM using GCP console, setup password and connect through RDP
3. Getting Started with Cloud Shell and gcloud

o Activate cloud shell in GCP console, set project, regions&zones.
Create VM using cloud shell and list VMs. List and analyze firewall rules
Connect to VM and install nginx server
Update firewall list to allow connection to nginx server through port 80

o View and analyze logs
4. Setup Network and HTTP load balancers

o Set project and zone configuration

o Create three Compute Engine VM instances and install Apache on them, then add a

firewall rule that allows HTTP traffic to reach the instances

o  Configure load balancing service

o Send traffic to your instance

o Create an HTTP load balancer and a managed instance group

m Test sending traffic to your instances through the load balancer

o O O



Cloud Hero Data Skills Game

Continue your progress on the game.

Here is the link:
https://www.cloudskillsboost.google/games/4083
The access code is

ch4-na-universitat-220

Access to the lab:

You will be prompted to log into Cloud Skills Boost. If you did not already have a
Cloud Skills Boost account, you'll need to create one. Creating an account is always
free.

1. Click "Join this game" and enter your access code:
ch4-na-universitat-220

2.  Start taking labs to score points and watch your name rise on the
leaderboard!

poa—
/,,ﬂ



https://www.cloudskillsboost.google/games/4083

Cloud Hero Data Skills Game (l)

Dataprep Qwik Start
e Create a Cloud Storage bucket (uncheck enforce public access prevention) to allow external IP
access
Initialize Cloud Dataprep for your user lab
Create a new flow
Import datasets and modify them
Test and run some transformations

Dataflow Qwik Start
e Create a dataset and table in BigQuery and Create a storage bucket (select cloud shell or GCP
console)
e Create a dataflow pipeline and Run job (Pub/Sub topic to BigQuery). Wait until job finishes
e View the data written to BigQuery and execute queries

Dataproc Qwik Start
e Create dataproc cluster
Submit Job
Review Job output
Update the cluster and resubmit job



Cloud Hero Data Skills Game (ll)

Cloud Natural Language Qwik Start
e Create an APl key and set the GOOGLE_APPLICATION_CREDENTIALS environment variable
e Make an entity analysis request (from a Compute Engine already created. SSH into the VM
to launch the request)



Cloud Hero Vertex Al Game

Continue your progress on the game.

Here is the link:
https://www.cloudskillsboost.google/games/4084
The access code is

ch4-na-universitat-221

Access to the lab:

You will be prompted to log into Cloud Skills Boost. If you did not already have a
Cloud Skills Boost account, you'll need to create one. Creating an account is always
free.

1. Click "Join this game" and enter your access code:
ch4-na-universitat-221

2.  Start taking labs to score points and watch your name rise on the
leaderboard!



https://www.cloudskillsboost.google/games/4084

Cloud Hero Vertex Game ()

Getting Started with BigQuery Machine Learning
e Create a dataset in BigQuery
e Create a model to predict whether a visitor will make a transaction (model creation will take
approximately 2 minutes or less)
e Evaluate the model using different data (changing time frame)
o Predict purchases by country
o Predict purchases by user

Vertex Al Qwikstart
e Enable Google Cloud services
e Create Vertex Al custom service account for Vertex Tensorboard integration

o Create service account and grant access to Cloud Storage, BigQuery and Vertex Al
e Create a Vertex Al Notebook with Tensorflow Enterprise 2 (Wait while notebook is provisioned)
o Launch JupyterLab notebook
o Clone the lab repository
o Install lab dependencies
e Open lab instance (lab_exercise.ipynb)
o Run each cell and analyze results



Cloud Hero Vertex Game (ll)

Identify Damaged cars with AutoML Vision
e Upload training images to Cloud Storage
o Create a Cloud Storage bucket
o Upload car images to Cloud Storage bucket
o Review if images have been correctly uploaded through GCP console
e Create a dataset
o Upload CSV with taggs for images
o Enable Vertex Al APIs and create dataset
o Connect dataset to training images and upload images (it can take some minutes)
e Inspectimages:
o Analyze images and tags
e Train the model
o  Train model and wait until model is trained (it can take some time but you can continue
with next session as there is a model already deployed)
e Request a prediction from a hosted model in Cloud Run
o Get URL of the model and run a prediction creating a new request
o  Call Cloud Run endpoint with payload.json created
o Check prediction result



Cloud Hero Vertex Game (lll)

Deploy a BigQuery ML Customer Churn Classifier to Vertex Al for Online Predictions
e Launch JupyterLab notebook
e Clone the lab repository
e Install lab dependencies
e Run each cell and analyze results
o



Cloud Hero Tips

Use an incognito window to open the Google Cloud Console
Check your progress to earn points

Don 't forget to Submit “Finish your lab” to get credits

Read the instructions carefully and use the same names, zones,
regions... to get correct results

Check the remaining time

e Don't follow just the instructions. Investigate and try with GCP
console and GCP shell

ASK ME!!!

e o3
- jﬁ



Access to Games summary

Infra Il Skills Game
- https://www.cloudskillsboost.google/games/4082
- Access Code: ch4-na-universitat-219

Data Skills Game
- https://www.cloudskillsboost.qgoogle/games/4083
- Access Code: ch4-na-universitat-220

Vertex Al Skills Game
- https://www.cloudskillsboost.google/games/4084
-  Access Code: ch4-na-universitat-221



https://www.cloudskillsboost.google/games/4082
https://www.cloudskillsboost.google/games/4083
https://www.cloudskillsboost.google/games/4084

Additional Resources

Google it! Review support
documentation at

cloud.google.com/docs

& GoogleCloud ~ WhyGoogle  Solutions  Products  Pricing ~ Getting Started

pocs

Cloud products

Browse guides for all Google Cloud products, services, and tools.
Featured products

Compute Engine

Create and deploy scalable, high-performance VMs.

Cloud Run

Run stateless containers on a fully managed environment or on Anthos.

Anthos

Modernize existing apps and build new apps rapidly in hybrid and multi-

Q Docs  Support Language ~

Cloud Storage

Store objects with global edge caching.
Cloud SQL
Add MySQL, PostgreSQL, and SQL Server database services to your

apps.

BigQuery

|

Google Cloud


http://cloud.google.com/docs

a

Thank you!

Google Cloud



